Weblutions®

ABN: 15 484 224 939
support@weblutions.com
weblutions.com

5 January, 2024

FaxStore Security Issue Notification

Gday everyone,

On the 4th of Jan 2024, we were alerted of a payment security risk within FaxStore. As we strive for
transparency we wanted to inform the FaxStore community of what's going on with this security risk in
builds 2.6.3 and below.

As we strive to be on top of all security risks we're happy to be pushing a resolving update within 24
hours of being notified of this security risk. Currently the details of how the exploit works are being
kept internally until everyone has a reasonable chance to update their instances.

We encourage anyone who thinks theyve found a security risk to report it to our
support@weblutions.com inbox.

Here are the details of the security risks at the moment that are being published along with the
resolution steps for FaxStore users.

SECREP; Stripe Return Bypass

Issue:

Accounts on FaxStore have the ability to start a Stripe checkout and have it returned back to FaxStore
without FaxStore doing its verification check to ensure the funds actually processed. This currently
means that users can obtain free paid products on stores at the moment. However, the method needs
to be known.

Action:
Update your FaxStore instance to version 2.6.4. This can be done via your controller at this stage.

We understand the inconvenience that this may cause and we encourage all to reach out personally
to Josh via Discord or email with any concerns or questions; josh@weblutions.com.

Cheers,
Josh — Owner
\¥eblutions Australia
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